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1.0 Limitations on Email and Internet Use  
1.1 The Town Council’s email and internet facilities should be used primarily for business purposes 

and personal use must never take priority over client or office work. However it is permissible to use 

the internet and email system for very limited personal use during work time. For example, no more 

than three short, personal emails a day or three short uses of the internet.  

1.2 However you may freely access the internet during your lunch breaks, as long as the exceptions, 

limitations and requirements of the remainder of this Policy are adhered to at all times.  

1.3 Town Council equipment must never be used for online gambling, even in your own time.  

1.4 The Town Council can monitor such usage and reserves the right to prohibit any personal usage 

of company systems at any time. This action could be taken in addition to disciplinary action.  

2.0 Town Council Email Addresses  
2.1 The Town Council’s email addresses must not be disclosed inappropriately. 

 

3.0 Online Journals, Blogs, YouTube, Facebook, Twitter etc.  
3.1 No Town Council or Town Council related information must be posted online without being pre-

authorised and written permission obtained from the Town Clerk. This covers all types of media, i.e. 

photos, videos, webcam as well as comments, opinions etc.  

3.2 You must never represent your views as being that of the Town Council or allow anyone to 

mistakenly believe that this might be the case.  

3.3 No activities you undertake online must be seen to compete with any activity of the Town 

Council.  

3.4 No part of the Town Council premises, either inside or outside, must be represented online 

without prior written permission from the Town Clerk.  

3.5 It must be understood that if you identify yourself in any way online as being connected with or 

employed by the Town Council, then any online input is indirectly linked to the Town Council. This 

creates additional responsibilities with regards to your online input at all times:  

 Regardless of what forum you are using;  

 Whether you are at work or in your own time; and  

 Whether you are using work or non-work facilities  

3.6 You must adhere to the following:  

 You must ensure that it is made entirely clear that any views expressed are your own;  

 Your input must reflect favourably or neutrally on the Town Council because of the link you have 

chosen to create; and  

 Input must never, even arguably, reflect negatively on the Town Council in any way whatsoever.  
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3.7 The Town Council reserves the right to insist you remove any references to the Town Council 

from all your online profiles/input/postings.  

3.8 Disciplinary action will be taken if staff publish Town Council confidential or inappropriate 

information or any other material or opinion detrimental to the Town Council online. It is immaterial 

whether this breach of policy occurs during or outside working hours or using office or non-office 

equipment. This action may include dismissal. 

3.9 On leaving the Town Council for whatsoever reason, you must immediately update any internet 

profiles to reflect this change.  

3.10 These obligations continue without limit in time and may be enforced via the courts if need be.  

4.0 Poor Quality Information  
4.1 The internet allows easy access to large amounts of information that is often more up-to-date 

than that found in traditional sources like libraries. However, because the Internet is uncontrolled 

much of this information is less reliable than it appears. Therefore extreme care must be taken when 

obtaining and using such unregulated material. 

 

5.0 Breaking Copyright and/or Intellectual Property Laws  
5.1 A great deal of material on the internet may be protected by copyright and/or Intellectual 

Property laws. Therefore copying or usage of such material without the express written permission 

of the Town Clerk is prohibited. If in any doubt as to whether such material is covered by such 

laws/regulations, please refer the matter to the Town Clerk before taking any action which might 

later be considered to be unlawful.  

 

6.0 Data Protection Act 

6.1 At all times using email or the internet, you must be fully aware of your responsibilities under 

the Data Protection Act 2018. 

 

7.0 Emails  
7.1 Sending offensive emails, such as racist or sexist emails, will never be tolerated and may be 

subject to disciplinary proceedings.  

7.2 Dealing with excessive amounts of email can hinder productivity, therefore caution must be 

exercised. Only relevant emails should be sent and you should not automatically send or forward all 

messages to long circulation lists.  

7.3 A wrongly delivered message must be redirected correctly and any confidential information 

contained within such a message must not be used or disclosed.  

7.4 Although email communications have the same apparent informality as using the telephone, 

they also have the permanence of written communications and, as such, must be controlled to 

ensure that they meet the same standards as other published documents.  
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7.5 Laws which apply to written documents also apply to email and therefore, care must be taken to 

avoid making inaccurate or defamatory statements. Emails must be composed and sent responsibly 

and you should seek advice before sending a message if there is any doubt about its contents. 

 

8.0 Backup Policy  
8.1 The Town Council’s IT Network is backed-up daily and this is controlled by East Point Business 

Services. 

 

9.0 Software  
9.1 The software used or developed by the Town Council is confidential and must at no time be used 

for any purpose other than that for which it is licensed or for which it is authorised to be used by the 

Town Council, nor removed from the Town Council’s premises.  

9.2 Viruses, worms and other malicious software (typically introduced through email or infected 

files) are a significant threat to computer security throughout an organisation. Therefore, every 

precaution must be taken when using email and/or downloading software.  

9.3 You must notify the Town Clerk and EPBS without delay if your virus protection software notifies 

you that a virus has been found  

9.4 Never load software (this includes illegal or free software) onto any computer belonging to the 

Town Council without permission of the Town Clerk.  

10.0 Security  
10.1 You must adhere to the Town Council's password regulations. You must never provide 

inappropriate access to Town Council/work-related passwords to any other employee; additionally 

Town Council/work-related passwords must never be made accessible to any non-employee.  

10.2 You are also responsible for the security of your allocated PC and you must ensure that it is not 

used by unauthorised people.  

10.3 If you are provided with use of a laptop or other electronic device, it is considered of the 

utmost importance that you ensure there is appropriate and sufficient security of any sensitive or 

confidential data. Failure to ensure this is considered to be a gross misconduct matter, regardless of 

whether any incident actually occurs which places the company at risk of reputational or other 

damage.  

10.4 You must exercise extreme caution when considering whether to download any Town Council 

or Town Council related data on to any removable storage device. If in any doubt, please speak to  

the Town Clerk before downloading material. If it is decided that material can be downloaded, it is 

your responsibility to ensure the security and safety of the storage device and the information 

therein. Failure to ensure this is considered to be a gross misconduct matter, regardless of whether 

any incident actually occurs which places the company at risk of reputational or other damage.  

11.0 Monitoring  
11.1 The email system and Internet are available for communications directly concerned with the 

business of this organisation. The Town Council reserves the right to intercept, monitor and view all 
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data sent or received electronically by you, whether internally or externally, and all Internet sites 

accessed by you using computer equipment or other property owned by the Town Council, or using 

any other computer equipment or property during your working hours, regardless of whether such 

data and/or sites relate to the business of the Town Council or otherwise. This monitoring would 

include any information you might consider to be private and personal but has involved the Town 

Council’s IT facilities. 

 

12.0 Unauthorised use of IT  
12.1 Any unauthorised use of email, Internet or the IT systems or breach of this policy will result in 

disciplinary action which could lead to dismissal, including summary dismissal, being taken against 

you. By way of example only, the Town Council will not tolerate the use of the system for any of the 

following. This list is not exhaustive:  

 Accessing, sending and/or downloading offensive, obscene, pornographic or indecent material, or 

even visiting such websites, is forbidden and will generally result in dismissal;  

 Any message that could constitute bullying or harassment;  

 Accessing, sending and/or downloading discriminatory material or anything that would breach the 

terms of the equal opportunities policy;  

 Excessive personal use;  

 Inappropriate personal use on company equipment even in your own time e.g. 

forwarding/creating inappropriate jokes/cartoons, creating or forwarding chain letters, online 

gambling etc;  

 Downloading or distributing copyright information and/or any other unlicensed software;  

 Posting confidential or derogatory information about other workers, the Town Council or its 

customers or suppliers, whether this is undertaken from the office or on another IT/phone system. 

12.1 Any contractual terms and disciplinary rules also apply. 

13.0 Ownership and Termination of Employment  
13.1 On termination of employment or at any point by request of the Town Clerk, the staff member 

must return the any IT equipment, software and related accessories.  

13.2 All IT equipment, software, data, related contracts and accessories, provide by the Town 

Council, remain the property of the Town Council. All data contained on the any IT equipment is the 

property of the Town Council and the Town Council reserves the right to own, control and 

interrogate that data.  

14.0 Compliance  
14.1 All members of staff who use Town Council issued IT equipment are obliged to adhere to this 

policy. Failure to do so may result in disciplinary action. 

 

Policy for the secure use of USB Memory Sticks 
15.0 Introduction 
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15.1 The policy provides guidance to staff on the secure use of USB memory sticks for carrying 
confidential, sensitive and Person Identifiable Data (PID) including data on service users, 
councillors & staff.  

15.2 USB memory sticks have become increasingly popular because of their small physical size and 
large storage capacity. This has made them very convenient devices for carrying files from one 
place to another. However, these very features have introduced new information security risks:  

• Loss of information – a memory stick, like a computer, is susceptible to data loss or failure.  

• Potential breach of confidentiality – if the memory stick is lost or stolen.  

• Physical loss – being so physically small the memory stick can be easily lost.  

• Corruption of data - if the memory stick is not removed from a computer properly.  

• Virus transmission – memory sticks can introduce viruses onto a computer network. 

 

16.0 Reducing the Risk of Losing Information  

16.1 There are two main ways of preventing the loss of information:  

• Avoid physically carrying such information 

And 

• Encrypting confidential, sensitive & Person Identifiable Data 

Avoidance 
16.2 Confidential, Sensitive and Person Identifiable Data must not be stored or carried on non-

encrypted memory sticks. Staff should use other secure methods for carrying such information. 
 

Encryption  
16.3 An encrypted memory stick allows information to be stored but renders the information 

undecipherable unless the correct password is entered. Encrypted memory sticks will be issued 
to specifically named members of staff for their professional use. They must not share the device 
with other persons. They must not share or disclose the password to other persons.  
NB 
Confidential, sensitive or PID carried on encrypted memory sticks must not, under any 
circumstances, be placed on non-Lowestoft Town Council issued computers. Such information 
must always remain on the encrypted device and be immediately transferred to the L Drive or 
users’ personal drive and deleted from the encrypted memory stick once no longer required to 
be on the device.  

 

17.0 Asset Register  
17.1 An asset register will be maintained of all encrypted memory sticks issued. All issued encrypted 

memory sticks remain the property of Lowestoft Town Council and must be returned when staff 
leave employment with Lowestoft Town Council or no longer need to use such a device. 

 

18.0 Responsibility 
18.1 All staff have a duty of care to ensure all confidential, sensitive and PID is held securely at all 

times. The loss of confidential, sensitive and PID information is extremely serious and if a 
member of staff is found to be using a non-encrypted memory stick for carrying confidential, 



 

6 

Lowestoft Town Council IT Policy. Adopted November 2019. Reviewed May 2020, February 2021, May 2021 and June 

2021. Next review date May 2022. 

Lowestoft Town Council 

IT Policy 

sensitive and PID information they may be subject to disciplinary procedures.  
All losses of confidential, sensitive and PID must be reported to the Town Clerk. 
 

 

Tablet Policy 
19.0 Data Protection and Security 

 All tablets must be encrypted and protected by the Sophos Protection software. This will be 

managed centrally by East Coast Community Healthcare’s IT Department. 

 The tablets will be for Lowestoft Town Council purposes only. Do not set up your personal email 

address, or any other email accounts, on this device. 

 Do not link up, download or otherwise access personal third party apps or services, including on-

demand TV and other media streaming services 

 You will be required to set a password to access the tablet. You will receive a prompt periodically to 

change their password, in line with East Coast Community Healthcare’s security measures. 

 The password must be unique and must not be recorded. If a password is forgotten please contact a 

member of staff. 

 You must not jailbreak your device (modify or remove restrictions to allow access to restricted sites 

or the downloading of prohibited software), or otherwise hack or tamper with it. 

 Tablets will be distributed to Councillors on the agreement that they will be returned to Lowestoft 

Town Council immediately should a Councillor’s term of office end for any reason. 

20.0 User Responsibility 

 Your tablet must be transported in a suitably protective case (such as a sleeve or padded backpack). 

 Handle your device with care and respect. Do not throw, damage, place heavy items on, or 

intentionally drop your device. 

 Only approved cleaning materials can be used to clean your device, such as laptop or tablet sprays 

and cloths. 

 Do not leave your tablet unattended. 

 Do not keep, or leave your tablet unattended in vehicles. 

 Keep your tablet safe and secure at all times. You should know where your tablet is at all times. 

 

21.0 Lost, Damaged or Stolen Devices 

 If your device becomes lost or has been stolen, report it to a member of staff immediately. 

 If your device has become damaged, report it to a member of staff and hand the device in to the 

office. 

 You must not carry out repairs to your tablet. 

 You must not solicit any individual or company to repair your tablet on your behalf. 

22.0 Safeguarding and e-Safety 

 Do not tamper with any tablet belonging to other Councillors. Anyone found trying to access another 

Councillor’s device or associated content will be subject to Code of Conduct investigation. 

 If a tablet is found, hand it in to the office immediately. 

 Do not take photographs of others without their express permission. 



 

7 

Lowestoft Town Council IT Policy. Adopted November 2019. Reviewed May 2020, February 2021, May 2021 and June 

2021. Next review date May 2022. 

Lowestoft Town Council 

IT Policy 

 You are strictly forbidden from using your device to create, store, access, view, download, distribute, 

send, upload inappropriate content or materials. 

 You are forbidden from using your tablet to partake in illegal activities of any kind. 

 Do not use your tablet to post images, movies or audio to a public facing part of the internet, 

without the express permission of all individuals imaged/recorded. 

 Your tablet and any content are subject to routine and ad-hoc monitoring. You must surrender your 

device upon request by the Town Clerk. 

23.0 Personal Use 

 Your tablet is not permitted for personal use. It has been provided for Lowestoft Town Council-

related use only. 

 Do not grant access to your tablet to anyone, unless expressly authorised to do so by the Town 

Clerk. 
 
 

Revisions 

Date Amendment 

February 2021 Incorporated the Secure Use of USB Memory 
Sticks Policy (previously standalone policy) 

June 2021 Changed name from IT, Internet, Social Media, 
Email and Secure Use of USB Memory Sticks 
Policy to IT Policy. 

June 2021 Incorporated the Tablet Policy (previously 
standalone policy) 

 


